T‘\e Silence of the L'ambda ‘

Automate Windows AMI u-pt’at-e‘s to stop the screaming ; :
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Why automate AMI updates?
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Stage 1- ldentify AMIs (to update)




Stage 1 Technical Detail: Identify AMIS g

Tagging with “AutoUpdate = yes”

-

o

EC2 Dashboard
Events
Tags
Reports
Limits

[=] INSTANCES
Instances
Spot Requests
Reserved Instances
Scheduled Instances
Commands
Dedicated Hosts

=] IMAGES
| Amis
Bundle Tasks

[+ ELASTIC BLOCK STORE

[# NETWORK & SECURITY

Owned by me v Q search : silence Add filter

- Name ~ AMI Name

@ silence-of-the-lambda silence-of-the-lambda

Image: ami-dbc67ca8

Details Permissions Tags
Add/Edit Tags
Key
Name

AutoUpdate

Value

silence-of-the-lambda

v

AMI ID

ami-dbc67ca8

-

~

Source

234271
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Stage 1 — Identify AMIs(y/Completed) -b
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Stage 2 — Update AMIs
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Step 1. Launch EC2 Instances




Stage 2 — Update AMIs
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Step 2: Run Update on EC2 Instances
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Stage 2 — Update AMIs
Step 3. Create Updated AMIs




Stage 2 Technical Detall: Update AMI -

Step 1 — Launch EC2 Instance

~

resource.create instances(lImageld=ami_id, ...)

aunch_ex15¢
W




Stage 2 Technical Detall: Update AMI

Step 2 — Update EC2 Instance
| N

ce = boto3.resource('ec2')

def launch_existing_ami(ami_id,

lef update_when_i

: params = {
"commands":["wuauclt.exe ..."],
"workingDirectory":["C:\Windows\System32"],

}

ssm_client.send_command (
instance .id,
params, ... )




Stage 2 Technical Detall: Update AMI -

lient boto3.client('ec2')
resource = boto3.resource('ec2')
def launch_existing_ami(ami_id,

~

ami = client.create image(
DryRun=False,
Instanceld=instance_id,
Description="Automated AMI creator",

Name="{0}-
{1}".format(name,int(time.time())))

respons
iiiiii

launch_exis<
m




Stage 2 Technical Detail: Update AMI .

Appendix : 2 Lambda Functions linked via S3 Bucket

/ Lambda Function A Lambda Function B \

Find AMI HEN < Housekeeping
a (111

™ Launch EC2

)
® Run Update .

® Log update in S3 file

v




Stage 2 Technical Detail: Update AMI Kaoe
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Appendix : S3 Bucket Configuration
/ Bucket: fc-automation \

Region: Ireland
Creation Date: Tue Mar 15 11:01:05 GMT+000 2016
Owner: jphayesit

» Permissions

» Static Website Hosting

» Logging

v Events

Event Notifications enable you to send alerts or trigger workflows. Notifications can be sent via Amazon Simple

Notification Service (SNS) or Amazon Simple Queue Service (SQS) or to a Lambda function (depending on the
bucket location).

Name Event(s) Filter

AMIUpdate-HouseKeeping Post,Put /




Stage 2 Technical Detall: Update AMI -

llent boto3.client('ec2')
resource = boto3.resource('ec2')
def launch_existing_ami(ami_id,

~

OutputS3BucketName="fc-automation’,

OutputS3KeyPrefix="windowsupdates-{0}-{1}-
".format(instance_id, ami_id))

respons
iiiiii

launch_exis<
m




Stage 2 Technical Detall: Update AMI

_ TeroAlto
Appendix : S3 Bucket Updates

Upload [« Acti Q Nol roperties ransfe ("
All Buckets / fc




Stage 2 —Update AMIs (/Complete) -’
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Step 1. De-register Earlier Version AMIs

Stage 3 — Housekeeping
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Stage 3 — Housekeeping
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Step 2: Terminate EC2 Instances




Stage 3 Technical Detall: Housekeeplng -

Deregister Earlier AMIs & Terminate EC2 Instances

~

client.deregister_image(Imageld=ami id)

client.terminate_instances(Ilnstancelds=[instance_id])

aunch_ex15¢
W
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Stage 3 Technical Detail: Housekeeping

Outcome: Updated AMIs
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Stage 3 — Housekeeping (vComplete) .




Automated AMI Update ( / Complete) '

TeraAlto

a Stage 1 Stage 2 Stage 3 )
ldentify AMIs/ Update AMIs Housekeeping /
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Contact Detalls

4 ~

0 www.terraalto.com

jobs@terraalto.com




